Importing the VPN Security Certificate to your
Trusted Root Certificate Store

Connect to AnyConnect VPN. You will receive the security warning below. Click View Certificate.

Security Alert ' x|

Thiz page requires a secure conhection which includes
i server authentication.

The Certificate |zsuer for thiz site iz untrusted or
urknown, Do pou wizh to proceed?y

Wiew Certifizate Mare Infa

The certificate will be displayed. Click Install Certificate.

Certificate ) X|

Gereral | petails | Certification Path |

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  wpn.iok.in.gowv

Issued by: wpn.iot.in.gow

valid from Z/3{2009 to 2/5/2019

|Lnsta|| Certificate...| = Issuer Statement |

Learn mare about

CIE |
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Click Next on the Welcome to the Certificate Import Wizard

Certificate Import Wizard : =l

Welcome to the Certificate Import
Wizard

|
e This wizard helps vou copy certificates, certificate krust
:}/__g_, lisks, and certificate revocation lists from your disk to a

v certificate stare,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used ko pratect data o to establish secure netwark,
connections, A certificate store is the swstem area where
certificates are kept,

To continue, dlick Mesxt,

= Back

Click on Place all certificates on the following store and then click Browse

Certificate Import Wizard : ﬂ

Certificate Store

Certificate stores are system areas where certificates are kept,

WWindows can automatically select a certificate store, or you can specify a location for
the certificate,

" Automatically select the certificate store based on the type of certificate
+ Place all certificates in the Following store

ificate skare:

Learn more about certificate skares

< Back Mext = Cancel
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Click on Trusted Root Certificate Authority and then click OK

select Certificate Store x|

Select the certificate store wou want to use,

1| Personal -
Trusted Root Certification Sutharities
Enterprise Trusk
Intermediate Certification Autf
Active Directory User Object

il | Trosked Puhblishers bt
< >

[™ Show physical stores

Ik, Cancel |

Click Next

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location For
the certificate,

 pukomatically seleck the certificate store based on the type of certificate
&' Place all certificates in the following skore

Certificate stare:

Trusted Root Certification Authorities

Learn more about certificate skores

< Back Mext = Cancel
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Click Finish

Certificate Import Wizard _ =l

Completing the Certificate Import
Wizard

The certificate will be imparted after vou click Finish,

'-_.-_7_.:]? You have specified the Following settings:
Certificate Stare Selected by User Trusted Rook Certifics
Zonkent Certificate
ul | i
< Back Finish Cancel

Click Yes on the Security Warning

Security Warning i EI

You are about ko install a certificate from a certification authority
I_"\ (&) claiming ko represent:

wpn.iok.in.gowv

windows cannok walidate that the certificate is actually From
"wpn.iak.in.gos”, Yoo should canfivm ks arigin by conkacking
“wpn.iok.in.gov”, The Following number will assist vou in this
process:

Thurnbprint (shal): 030EL1694 2101 6E6Y CH045240 4CBAASFF
ESD18641

Warning:

If waou inskall this rook certificate, Windows will aukamatically brust
any certificate issued by this CA, Installing a certificate with an
unconfirmed thumbprint is a security risk, IF wou click "Yes" vou
acknowledae this risk,

Do wou want to install this certificate?

Continued on next page



When you see the message below, your import is complete. Click OK.

Click OK

Certificate N X|

Gereral | petails | Certfication Path |

@ﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  wpn.iok.in.gowv

Issued by: wpn.iot.in.gow

valid from Z/3{2009 to 2/5/2019

| Install Certificate, .. I Issuer Statement

Learn more about £e

CIE
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Click Yes to continue your login.

Security Alert L

Thiz page requires a secure conhection which includes
i server authentication.

The Certificate |zsuer for thiz site iz untrusted or
urknown, Do pou wizh to proceed?y

Wiew Certifizate Mare Infa




